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Legal Information

©2020LT Security, In@ll rights reserved.

About this Manual

The Manual includes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter arér description and explanation only. The information

contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version of this Manual ati®vebsite

(http://www.ltsecurityinc.com/ ).

Please use this Manual with the guidance and assistance of professionals trained in supporting the
Product.

Trademarks

Q L I s and otherLTS trademarks and logos are the propertied di3n various

Total Solutions for Security Professionals
jurisdictiors.
Other trademarks and logos mentioned are the properties of their respective owners.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
59{/wL.95% 2L¢I L¢{ I!'w521 w95 {hC¢2!w9 ! b5 CL
@L¢CI '[[ C!!' [ ¢HTSMAKES NO WARRANTIESY EXPRESS OR IMPLIED, INCLUDINC

WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR A
PARTICULAR PURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO E
WILLLTSBE LABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTAT
WHETHER BASED ON BREACIKNFRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT LIABILI
OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCIHAS/BERHN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF INTERNET PROVIDES FERURHERENKS,
ANDLTSSHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRIVACY LE
OR OTHER DAMAGES RESULTING FROMTIWBER HACKER ATTACK, VIRUS INSPECTION, OR
OTHER INTERNET SECURITY RISKS; HOWEYWERPROVIDE TIMELY TECHNUPMORT IF
REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOl
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MAANNER THAT DOE
INFRINGE ON THE RIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS Ol
PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODUCT FOR ANY PRORIBSEHSD IRNKDUDING THE
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DEVELOPNH OR PRODUCTION OF WEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKEAR EUEBR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENOF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE L
PREVAILS.

Data Protection

During the use of device, personal data will be collected, stored and processed. To protect data,
the development oL TSlevices incorporates privacy by dgsiprinciples. For example, for device
with facial recognition features, biometrics data is stored in your device with encryption method;
for fingerprint device, only fingerprint template will be saved, which is impossible to reconstruct a
fingerprint imagp.

As data controller, you are advised to collect, store, process and transfer data in accordance with
the applicable data protection laws and regulations, including without limitation, conducting
security controls to safeguard personal data, such as,@mehting reasonable administrative and
physical security controls, conduct periodic reviews and assessments of the effectiveness of your
security controls.
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

f Danaer Indicates a hazardous situation which, if not avoided, will or coulqg
9 result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
&Caution could result in equipment damage, data loss, perfornmeanc
degradation, or unexpected results.

[:ENote Provides additional information to emphasize or supplement
important points of the main text.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approyé¢de party
NBaLR2yaArofS FT2NI O2YLIX Al yOS O2dzZ R @2AR (KS dzas
FCC compliance: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. The#e are designed to provide
reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, mayuse harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by trning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

T Reorient or relocate the receiving antenna.

T Increase the separation between the equipment and receiver.

T Connect the guipment into an outlet on a circuit different from that to which the receiver is
connected.

T Consult the dealer or an experienced radio/TV technician for help

This equipment should be installed and operated with a minimum distance 20cm between the
radiator and your body.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, includiegierence that may cause
undesired operation.

EU Conformity Statement

This product andif applicable- the supplied accessories too a
marked with "CE" and comply therefore with the applicable
harmonized European standards listed under the EMEcve
2014/30/EU, RE Directive 2014/53/EU,the RoHS Directive

2011/65/EU

2012/19/EU (WEEE directive): Products marked with this syr
cannot be disposed of as unsorted municipal waste in the
European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new

. equipment, or dispose of it at designated collection points. F«
more information see: www.recyclethis.info
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2006/66/EC (battery directive): This product contains a batte
that cannot be disposedf@s unsorted municipal waste in the
European Union. See the product documentation for specific
battery information. The battery is marked with this symbol,
which may include lettering to indicate cadmium (Cd), lead (F
or mercury (Hg). For proper reciyu, return the battery to your
supplier or to a designated collection point. For more
information see:www.recyclethis.info
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Safety Instruction

These instructions are intended to ensure that user can use the product correctly to avoid danger
or propertyloss.

The precaution measure is divided into Dangers and Cautions:

DangersNeglecting any of the warnings may cause serious injury or death.

Cautions:Neglecting any of the cautions may cause injury or equipment damage.

A A

DangersFollow these safequrds to prevent | Cautions:Follow these precautions to preven

serious injury or death. potential injury or material damage.
ADanger:

All the electronic operation should be strictly compliance with the electrical safety regulations,
fire prevention regutions and other related regulations in your local region.

Please use the power adapter, which is provided by normal company. This equipment is
intended to be supplied from the Class 2 surge protected power source rated DC 12V, 3A.

Do not connect severaldices to one power adapter as adapter overload may causeloaagr

or fire hazard.

Please make sure that the power has been disconnected before you wire, install or dismantle
the device.

When the product is installed on wall or ceiling, the device skeafirimly fixed.

If smoke, odors or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service center.

Do not ingest battery, Chemical Burn Hazard.

This product contains a coin/button cell battefy the coin/button cell battery is swallowed, it

can cause severe internal burns in just 2 hours and can lead to death.

Keep new and used batteries away from children. If the battery compartment does not close
securely, stop using the product and keepwtay from children. If you think batteries might

have been swallowed or placed inside any part of the body, seek immediate medical attention.
If the product does not work properly, please contact your dealer or the nearest service center.
Never attempt todisassemble the device yourself. (We shall not assume any responsibility for
problems caused by unauthorized repair or maintenance.)

A\Cautions:

Do not drop the device or subject it to physical shock, and do not expose it to high
electromagnetism radiationAvoid the equipment installation on vibrations surface or places
subject to shock (ignorance can cause equipment damage).

Do not place the device in extremely hot (refer to the specification of the device for the detailed
operating temperature), cold, dity or damp locations, and do not expose it to high
electromagnetic radiation.

The device cover for indoor use shall be kept from rain and moisture.

vi
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Exposing the equipment to direct sun light, low ventilation or heat source such as heater or
radiator is fabidden (ignorance can cause fire danger).

Do not aim the device at the sun or extra bright places. A blooming or smear may occur
otherwise (which is not a malfunction however), and affecting the endurance of sensor at the
same time.

Please use the provideglove when open up the device cover, avoid direct contact with the
device cover, because the acidic sweat of the fingers may erode the surface coating of the
device cover.

Please use a soft and dry cloth when clean inside and outside surfaces of tbe cewer, do

not use alkaline detergents.

Please keep all wrappers after unpack them for future use. In case of any failure occurred, you
need to return the device to the factory with the original wrapper. Transportation without the
original wrapper may ®&ult in damage on the device and lead to additional costs.

Improper use or replacement of the battery may result in hazard of explosion. Replace with the
same or equivalent type only. Dispose of used batteries according to the instructions provided
by thebattery manufacturer.

Biometric recognition products are not 100% applicable to-aptofing environments. If you
require a higher security level, use multiple authentication modes.

Working temperature: 0 C to 50 C

Indoor use. The device should be ade2 meters away from the light, and at least 3 meters
away from the window.

Vii
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Avalilable Models

Ltd.

Product Name Model
Face Recognition Terminal LTK3607FNT
Use only power supplies listed in the user instructions:
Model Manufacturer Standard

MOSO Power Supply

C2000IC12:24RDE Technology Co., Ltd. CEE
MOSO Power Supply

C2000IC12:24RGB Technology Co., Ltd. BS

KPLOAOEV Channel Well Technology Co CEE

viii
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Chapter 1 Overview

1.1 Overview

Face recognition terminal is a kind of ass control device for face recognition, which is mainly
applied in security access control systems, such as logistic centers, airports, university campuses,
alarm centrals, dwellings, etc.

1.2 Features

Supports Vanadium Oxide uncooled sensor to measugets temperature

Temperature measuring range: 30 °C to 45 C (86 F to 113 F), accuracy: 0.1 °C, deviation:
05<C

Recognition distance: 0.3t0 1.8 m

Fast temperature measurement mode: Detects face and takessskface temperature

without identity authentication.

Multiple authentication modes are available: card and temperature, face and temperature, card
and face and temperature, etc.

Face mask wearing alert

If the recognizing face does not wear a mask, the device will prompt a voice remindee. At
same time, the authentication or attendance is valid.

Forced mask wearing alert

If the recognizing face does not wear a mask, the device will prompt a voice reminder. At the
same time, the authentication or attendance will be failed.

Displays temperatte measurement results on the authentication page

Triggers voice prompt when detecting abnormal temperature

Configurable door status (open/close) when detecting abnormal temperature

Transmits online and offline temperature information to the client softevaia TCP/IP
communication and saves the data on the client software

Face recognition duration n ®H &k ! &SNJ FIF OS NBO23aAyAlGA2Yy | OC
6000 face capacity, 6000 card capacity, and 100,000 event capacity

Suggested height for face recognition: between 1.4 m and 1.9 m

Supports 6 attendance status, including checkhgck out, break in, break out, overtime in,
overtime out

Watchdog design and tamper function

Audio prompt for authentication result

NTP, manually time synchronization, and auto synchronization

Connects to external access controller or Wiegand card readaniegand protocol

Connects to secure door control unit via-&% protocol to avoid the door opening when the
terminal is destroyed
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Imports and export data to the device from the client software
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Chapter 2 Appearance

Refer to the following contents fatetailed information of the face recognition terminal:
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Figure 21 Face Recognition Terminal Diagram
Table 21 Description of Face Recognition Terminal
No. Name
1 USB Interface
2 Card Swiping Area
3 Touch Screen
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No. Name
4 Camera
5 IR Light
6 White Light
7 Thermographic Module
8 IR Light
9 Camera
10 TAMPER
11 Thermographic Module Interface
12 Debugging Port
13 Power Interface
14 Wiring Terminals
15 PSAM Card Slot (Reserved)
16 Network Interface
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Chapter 3 Installation

3.1 Installation Environrant

Avoid backlight, direct sunlight, and indirect sunlight.
For better recognition, there should be light source in or near the installation environment.
Indoor and windless environment use only.

[liNote

For details about installation environment, s€psfor Installation Environment

3.2 Flush Mounting

Steps

1. Install a gang box.
2. Connect the thermographic module and the main body.
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f® [
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Sl | o)

Figure 31 Connect Thermographic Module

3. Use 5 supplied screws (4 _KA4822S) to secure the mounting plate on trang box.

4. Route the cable through the cable hole of the mounting plate, and connect to corresponding
external devices' cables.

5. Align the device with the mounting plate and hang the device on the mounting plate. Make sure
the two sheets on each side thfe mounting plate have been in the slots at the back of the
device.
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Figure 32 Install Device

6. Use 2 supplied screws (81@x14.5TP1{US) to secure the device and the mounting plate.

[liNote

When the screw's head is beneath the device surface, thecdesisecured.

=

Figure 33 Secure Device
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[liNote

The installation height here is the recommended height. You can change it according to your
actual needs.

For easy installation, drill holes on mounting surface according to the supplied mounting
template.

3.3 Surface Mounting

Steps

1. According to the datum line on the mounting template, stick the mounting template on the wall
or other surface, 1.4 meters higher than the ground.

87 mm
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Figure 34 Mounting Template

2. Drill 5 holes on the wall or other suraaccording to the mounting template.
3. Insert the screw sockets of the setscrews in the drilled holes.
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Figure 35 Insert Screw Socket

4. Align the 6 holes to the mounting plate with the drilled holes.

5. Route the cable through the cable hole of theunting plate, and connect to corresponding
external devices' cables.

6. Align the device with the mounting plate and hang the device on the mounting plate.

Figure 36 Install Device
7. Use 2 supplied screws (81@x14.5TP14BUS) to secure the device at tmounting plate.

[:ElNote

When the screw's head is beneath the device surface, the device is secured.
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L —

Figure 37 Secure Device

[liNote

The installation height here is the recommended height. You can change it according to your
actual needs.

For easy ingllation, drill holes on mounting surface according to the supplied mounting
template.
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Chapter 4 Wiring

You can connect the R85 terminal with the R885 card reader, connect the NC and COM
terminal with the door lock, connect the SENSOR terminal thidgldoor contact, the BTN/GND
terminal with the exit button, connect the alarm output and input terminal with the alarm
output/input devices, and connect the Wiegand terminal with the Wiegand card reader or the
access controller.

If connect the WIEGANDIrtainal with the access controller, the face recognition terminal can
transmit the authentication information to the access controller and the access controller can
judge whether to open the door or not.

[lilNote

If cable size is 18 AWG, you should use a g@wér supply. And the distance between the

power supply and the device should be no more than 20 m.

If the cable size is 15 AWG, you should use a 12 V power supply. And the distance between the
power supply and the device should be no more than 30 m.

If the cable size is 12 AWG, you should use a 12 V power supply. And the distance between the
power supply and the device should be no more than 40 m.

4.1 Terminal Description

The terminals contains power input, alarm input, alarm outputdRS, Wiegand outpt, and door
lock.
The terminal's diagram is as follows:

11
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Red Al
Black A2 :| Power Input

Group A

Yellow/Blue
Yellow/Black
Yellow/Orange B2 ] Alarm Input

Yellow/Purple B4
Yellow/Brown
Yellow/Red gg ] Alarm Output

| I//)\\\\

‘ L
l' | Group B
1 Yellow JR—

‘ C1

| T
" | Green gi —

" White CS

" Brown C6 )

‘ | granlge c7 Wiegand

urple

| Gray gg |
( | Eroup C

White/Purple D1

White/Yellow D2
White/Red D3

Yellow/Green D4 Door Lock
Yellow/Gray D5

Group D

Figure 41 Terminal Diagram
The descriptions of the terminals are as follows:

Table 41 Terminal Descriptions

Group No. Function Color Name Description

Al Red 412V 12 VDC Powe

Group A Power Input Supply
A2 Black GND Ground
Bl Yellow/Blue | IN1 Alarm Input 1
B2 Yellow/Black | GND Ground

G 5 Alarm Input

roup

B3 ze"OW/ Orang| |\ Alarm Input 2
B4 Alarm Output | Yellow/Purple| NC Alarm Output

12
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Group No. Function Color Name Description
B5 Yellow/Brown| COM Wiring
B6 Yellow/Red | NO
C1 Yellow 485+ -
R3485 Wiring
Cc2 R$S485 Blue 485
C3 Black GND Ground
Wiegand
C4 Green WO Wiring 0
. Wiegand
C5 White w1 Wiring 1
Group C Wiegand
C6 Brown WG_OK Authenticate
Wiegand d
Wiegand
C7 Orange WG_ERR Authenticatio
n Failed
C8 Purple BUZZER Buzzer Wiring
Tampering
C9 Gray TAMPER Alarm Wiring
. Lock Wiring
D1 White/Purple | NC (NC)
D2 White/Yellow | COM Common
Group D D3 Door Lock White/Red NO I(_No(c)l; Wiring
D4 Yellow/Green| SENSOR Door Contact
Exit Door
D5 Yellow/Gray | BTN Wiring

4.2 Wire Normal Device

You can connect the terminal with normal peripherals.
Follow the diagram below to wire the thermographic module and the device main body:
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The wiring diagram without secure door control unit is as follows.

GND A2 glack GND
Group A

[ AN AL e +12V
Power Input

Alarm Input Device

IN1 Yellow/Blue

_‘ GND B2 Yellow/Black
Alarm Input L LNz B3 Yellow/Orange

NC Yellow/Purple

UNC) [ ajarm ouput Device -
© 1 com Tellow/Brown -~ arm Oupy “‘“-_

Alarm Output NO B5 Yellaw/Red L_Power |
B6 |Alarm Ouput Device -

(NO) I

Group B

485+ c1 Yellow

Face Recognition Terminal RS-485 | || 485 o Bue Exit Button
GND (3 Black =

- WO Green
w1 S whie
oK 2 Brown
Wiegand ERR C7 Orange

BUZZER _ (8 Purple

TAMPER (g Gray

[ External
Power
i Supply

Group C Wiegand Card Reader

NC D1 White/Purple (NC) .
COM___ yp White/Yellow Electric Dropbolt
NO 3 White/Red

c

I Yellow/Green 1| - P +
| SENSOR queuuwmreen I ower N oo Contaet

Door Lock

BTN D5 Yellow/Gray )
Group D

(NO )

Figure 42 Devce Wiring

[:ENote

You should set the face recognition terminal's Wiegand direction to "Input" to connect to a
Wiegand card reader. If connects to an access controller, you should set the Wiegand direction
to "Output" to transmit authentication information tthe access controller.

For details about Wiegand direction settings, Seting Wiegand Parametens

Communication Settings

The power supply for the device should be 12 VDC/2 A. The suggested external power supply for
door lock is 12 V, 1 A. The suggal external power supply for the Wiegand card reader is 12 V,
1A.

The suggested power cable's diameter: 22 AWG. The suggested other cable's diameter: 26
AWG.

Do not wire the device to the electric supply directly.

Warning

The face recognition terminahall adapt an external listed Class 2 power supply with surge
protected function.
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4.3 Wire Secure Door Control Unit

You can connect the terminal with the secure door control unit.
The wiring diagram is as follows.

Face Recognition Terminal Secure Door Control Unit

H
H [ Power Input
ensor Input

A85e oy Yelow Secure Door Control Unit
RS485 [ ]:4\( 2B Wiring Terminal

Figure 43 Secure Door Control Unwiring

ClilNote

The secure door control unit should connect to an external power supply separately. The
suggested external power supply is 12V, 0.5A.

4.4 \Wire Fire Module

4.4.1 Wiring Diagram of Door Open When Powering Off

Lock Type: Anode Lock, Magnetack, and Electric Bolt (NO)
Security Type: Door Open When Powering Off
Scenario: Installed in Fire Engine Access

Type 1

E@Note

The fire system controls the power supply of the access control system.

15
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. +12V A1 Red
Power Input [ [ GnD A2 Black
Group A
M IN1 B1 Yellow/Blue
Alarm Input | GND B2 Yellow/Black
] IN2 B3 Yellow/Orange
| NC B1 Yellow/Purple
Alarm Output[ N E‘%M B2 Yellow/Brown
- —NO B3 Yellow/Red
Group B
Face
Recognition 485+ g Yellow
Terminal RS-485 | 485- 5 Blue
GND Black
— Cc3
— wo Green
] w1 Cs White
. | WG_OK 6 Brown
Wiegand | WG_ERR ~5 Orange
_| TAMPER (g Gray LA
- -} BUZZER c9 Purple
Group C Eletric Dropbolt
— NC p1 White/Purple (NC) _ "[ "t—1" |
| coM D2 White/Yellow (COM)
NO p3 White/Red __(NO)
| Door Lock | |__SENSOR _ 5 Yellow/Green
] BTN D5 Yellow/Gray
o Group D
Figure 44 Wire Device
Face Recognition Terminal Secure Door Control Unit
+12v A1 Red
Power Input I: :D GND ‘a2 Black
SENSOR g, Green/Brown
485+ Bl]’_d.l.uLE. Secure Door Sensor Input I: ﬂEBz Black
i RS-485 485- -~ Blue i] Control Unit
H GND B2 ] Wiring Terminal BUTTON g3 Green/Black
i B3Black — Exit Button |: GND g, Black
H H H Electric
Oropbort || T
NC__ ¢y White/Purple = % |
" COM ¢z White/Black
Lock Output NO 3 White/Red

Figure 45 Wire Secure DaoControl Unit

Type 2
EENote

The fire system (NO and COM, normally open when powering off) is connected with the lock and
the power supply in series. When an fire alarm is triggered, the door remains open. In normal
times, NO and COM are closed.
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+12V

+12VDC

Al Red

Power Supply:
£ =

Eletric Dropbolt

1

Power Input ‘ I GND__ pp Black
— Group A
. IN1 Yellow/Blue
GND Yellow/Black
Alarm Input ’7 -
P | IN2 B3 Yellow/Orange
] NC B1 Yellow/Purple
Alarm Output |: _l COM B2 Yellow/Brown
NO___ g3
Group B Fazmimmmm \
Face 85 g Yellow 1 COM Fire System E
Recognition|  RS-485 - 485~ 2 Blue T NO |
Terminal _ GND 5 Black - i
N WO Green
LWL A White
. _ WG OK Brown
Wiegand _l WG_ERR -7 Orange
| TAMPER Gray
I BUZZER c9 Purple
Group C
I NC White/Purple (NC)
_ COM___ py White/Yellow (cOM)
| NO White/Red  (NO)
D3
Door Lock | SENSOR 4 Yellow/Green
| L BTN D5 Yellow/Gray

~ Group D

Figure4-6 Wiring Device

Face Recognition Terminal

Secure Door

Control Unit

+12v

+12VDC
=
Electric
Dropbolt

A1 Red

GND

Power Input I: :D

A2 Black ("

Secure Door
Control Unit

r| Wiring Terminal

SENSOR
Sensor Input [ ﬂI

485+ g, Yellow
RS-485 [ 485- g Blue
GND g3 Black

BUTTON
BitButon | [ “aw —

p1 Green/Brown
o Black

83 Green/Black
B4 Black

1 White/Purple | (nC)
White/Black _( (com)

C2

=y (NO)

coMm

NO

NC
Lock Output |: {

Figure 47 Wiring Secure Door Control Unit

4.4.2 Wiring Diagram of Door Locked When Powering Off

Lock Type: Cathode Lock, Electric Lock, and Electric Bolt (NC)
Security Type: Door Locked When Powering Off
Scenario: Installed in Entnae/Exit with Fire Linkage

[liNote

The Uninterpretable Power Supply (UPS) is required.

The fire system (NC and COM, normally closed when powering off) is connected with the lock
and the power supply in series. When an fire alarm is triggered, the door reropan. In

normal times, NC and COM are open.
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ups
Power Supply

Power Supply
— +12V A1 Red iy
Power Input [ { GND A2 Black
Group A N
— N1 Yellow/Blue ] ,
— Eletric Strike
Alarm Input | GND Yellow/Black -
_ IN2 B3 Yellow/Orange
_ NC B1 Yellow/Purple :’mc
Alarm Output E _ EI%M g% Yellow/Brown L %%%M;:[] Fire System
- ]
— Group B oo
Face .
Recogn||t|0n — . 485+ 1 Yellow
Termina RS-485 ] 485- Blue
L GND 3 Black
— WO Green
- Wi White
i _ WG OK Brown
Wiegand | WG _ERR 5 Orange
_ TAMPER g Gray
L _| |__BUZZER g Purple
Group C
— NC p1 White/Purple (NC)
_ oM D2 White/Yellow (COM)
NO p3 White/Red _(NO)
| Door Lock | [_sensor Yellow/Green
_ BTN D5 Yellow/Gray
Group D

Figure 48 Device Wiring

Face Recognition Terminal

Secure Door Control Unit

+12v Al Red

GND

A2 Black

Power Input I: :D

Secure Door
Control Unit

Wiring Terminal

SENSOR g4 Green/Brown
Sensor Input |: GND:BZ Black

485+ g1 Yellow
{ RS-485 485 g5 Blue |
i GND g3 Black ;

. BUTTON g3 Green/Black
Exit Button I: GND g4 Black
NC

c1 White/Purple

I Inc T
+—1 : i i

Electric
Strike

COM ., White/Black
Lock Qutput I: { NO ,.g White/Red

Figure 49 Wiring Diagram

18



Face Recognition Terminal User Manual

Chapter 5 Activation

You should activate the device before the first login. After powering on the device, the system will
switch to Device Activationgme.
Activation via the devicdP PORTAbDol and the client software are supported.
The default values of the device are as follows:
The default IP address: 192.0.0.64
The default port No.: 8000
The default user name: admin

5.1 Activate via Device

If the devce is not activated, you can activate the device after it is powered on.
On the Activate Device page, create a password and confirm the passworficihegie and the
device will activated.

Activate Device

Figure 51 Activation Page
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&Caution

The password strength ohé device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 characters, including at least
three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change your
password regularly, especially in the high security system, changing the password monthly or
weekly can better protect your product.

Proper configuration of appasswords and other security settings is the responsibility of the

installer and/or eneuser.

After activation, you should select an application mode. For detailsSeeApplication Mode
After activation, if you need todal the device to the client software or other platforms, you
should edit the device IP address. For details,G@mmunication Settings

5.2 Activate vidP PORTAL

IP PORTAE a tool to detect, activate and modify the IP address of the device over the LAN.

Before You Start

Get thelP PORT Adoftware from the supplied disk or the official website
http://www.ltsecurityinc.com/ , and install thdP PORTAdccording to the prompts.
The device and the PC that runs tlRePORTAbol should bewithin the same subnet.

The following steps show how to activate a device and modify its IP address. For batch activation
and IP addresses modification, referiger Manual ofP PORTAbr detalils.

Steps
1. Run thdP PORT Adoftware and search the online devie

2. Find and select your device in online device list.
3. Input new password (admin password) and confirm the password.

&Caution

STRONG PASSWORD RECOMMBENBEhly recommend you create a strong password of
your own choosing (using a minimum of 8 claeas, including upper case letters, lower case
letters, numbers, and special characters) in order to increase the security of your product. And
we recommend you reset your password regularly, especially in the high security system,
resetting the passwordnonthly or weekly can better protect your product.

4. ClickActivateto start activation.

20
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Total number of online devices: 2 Refresh ~

= | Device Type | Status | IPvd Address | Port | Enhanced SD... | Software Vers...| IPvd Gateway | HTTP

001 LTNE602-PE Inactive 192.0.0.64 2000 8443 V4.21.005buil... 192.00.1 20

002 LTKE12BW-W... Active 192.168.30.48 2000 N/A V14.62build ... 192.168.30.1 20

Status of the device becomégtive after successful activation.
5. Modify IP address of the device.
1) Select the device.
2) Change the device IP address to shene subnet as your computer by either modifying the IP
address manually or checkignable DHCP
3) Input the admin password and cligtodify to activate your IP address modification.

5.3 Activate Device via Client Software

For some devices, you are rerpd to create the password to activate them before they can be
added to the software and work properly.

Steps

[lilNote

This function should be supported by the device.

1. Enter the Device Management page.
2. Clickl® on the right ofDevice Managemenand sdect Device
3. ClickOnline Devicdo show the online device area.
The searched online devices are displayed in the list.
4. Check the device status (shown®&curity Levetolumn) and select an inactive device.
5. ClickActivate to open the Activation log.
6. Create a password in the password field, and confirm the password.

"N caution

The password strength of the device can be automatically checked. We highly recommend you
change the password of your own choosing (using a minimum of 8 charactersjngcht least

three kinds of following categories: upper case letters, lower case letters, numbers, and special
characters) in order to increase the security of your product. And we recommend you change
your password regularly, especially in the high sigwystem, changing the password monthly

or weekly can better protect your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.
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7. ClickOKto activate the device.
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Chapter 6Basic Operation

6.1 Set Application Mode

After activating the device, you should select an application mode for better device application.

Steps
1. On the Welcome page, seldntloor or Othersfrom the dropdown list.

Welcome

Select an application mode.

Indoor

Others

Figure 61 Welcome Page
2. TapOKto save.

[liNote

You can also change the settingSiystem Settings
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If you install the device indoors near the window or the face recognition function is not
working well, selecOthers

If you do not configure the application mode and fdpxt, the systenwill selectindoor by
default.

If you activate the device via other tools remotely, the system will séhelcior as the
application mode by default.

6.2 Login

Login the device to set the device basic parameters. You should enter the device activation
password for the first login. Or if you have add the administrator's credential, you can login via the
configured credential.

6.2.1 Login For First Time

You should login the system before other device operations.

Steps

1. Long tap on the initial page fors3o enter password entering page.
2. Tap the Password field and enter the device activation password.
3. TapOKto enter the home page.

E@Note

The device will be locked for 30 minutes after 5 failed password attempts.
For details about setting the admitrigtor authentication mode, se@dding User
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Figure 62 Home Page

6.2.2 Login by Administrator

After you add the administrator for the device, only the administrator can login the device for
device operation.

Steps
1. Long tap on the initial page f8rs to enter the admin login page.
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L -

Admin Authentication

a @

Figure 63 Admin Login
2. Authenticate the administrator's face or card to enter the home page.

26



Face Recognition Terminal User Manual

Transfer

Figure 64 Home Page

EENote

The device will be locked for 30 minutes after 5 failed face or card attempts.

3. Optional:Tap & and you can enter the device activation password for login.
4. Optional: Tadll and you can exit the admin login page.

6.3 Communication Settings

You can set the network parameters, the-#8% parameters, and the Wiegand parameters on the
communicatia settings page.

6.3.1 Set Network Parameters

You can set the device network parameters, including the IP address, the subnet mask, and the

27



Face Recognition Terminal User Manual

gateway.

Steps
1. TapComm.(Communication Settings) on the Home page to enter the Communication Settings

page.
2.0n the Communication Settings page, téptwork to enter the Network tab.

& Communication Settings

Network RS-485 Wiegand

IP Address

Subnet Mask

Gateway

DHCP

Figure 65 Network Settings

3. Tap IP Address, Subnet Mask, or Gateway and input the parameters.
4. TapOKto save the settings.

[liNote

The device's IP address and the computead®ress should be in the same IP segment.

5. Tap[¥ to save the network parameters.

6.3.2 Set R485 Parameters

The face recognition terminal can connect external access controller, secure door control unit or
card reader via the R&5 terminal.

Steps

1. TapComm.(Communication Settings) on the Home page to enter the Communication Settings

page.
2. On the Communication Settings page, B@485to enter the RSI85 tab.

& Communication Settings

Network RS-485 Wiegand

Peripheral O Controler O Unt @ Reader

Figure 66 Set R®85 Parameters
3. Select an peripheral type according to youmnatineeds.
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[liNote

Controller represents the access controller, Unit represents the secure door control unit and
Reader represents the card reader.

If you selecController: If connect the device to a terminal via the-&B interface, set the
RS$485 addresss 2. If you connect the device to a controller, set thedBSaddress

according to the door No.

4. Tap ™ to save the network parameters.

[TiNote

If you change the external device, and after you save the device parameters, the device will
reboot automatcally.

6.3.3 Set Wiegand Parameters

You can set the Wiegand transmission direction.

Steps
1. TapComm.(Communication Settings) on the Home page to enter the Communication Settings

page.
2. On the Communication Settings page, Wej@gandto enter the Wegand tab.

& Communication Settings

Network RS-485 Wiegand
Enable .
Direction (@ Output QO Input

Mode O Wiegand26 (@ Wiegand34

Figure 67 Wiegand Settings

3. Enable the Wiegand function.

4. Select a transmission direction.
Output: A face recognition terminal can connect an external access controller. And the two
devices will transmit the card No. via Wiegand 26 oedy&ind 34.
Input: A face recognition terminal can connect a Wiegand card reader.

5. Tap[¥™ to save the network parameters.
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E@Note

If you change the external device, and after you save the device parameters, the device will
reboot automatically.

6.4 User Maagement

On the user management interface, you can add, edit, delete and search the user.

6.4.1 Add Administrator

The administrator can login the device backend and configure the device parameters.

Steps

1. Long tap on the initial page and log in the ok
2. TapUserl'h+to enter the Add User page.
3. Edit the employee ID.

E@Note

The employee ID should be less than 32 characters. And it can be a combination of lower
letters, upper letters, and numbers.
The employee ID should not be duplicated.

4. Tapthe Name field and input the user name on the soft keyboard.

E@Note

Numbers, upper case letters, lower case letters, and special characters are allowed in the
user name.
Up to 32 characters are allowed in the user name.

5. Optional: Add a face pictureards, or password for the administrator.

E@Note

For details about adding a face picture, ge Face Picture
For details about adding a card, sédd Card
For details about adding a password, $ekl Password

6. Optional: Set the administrator's authentication type.
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E@Note

For details about setting the authentication type, seet Authentication Mode

7. Enable the Administrator Permiss function.

Enable Administrator Permission

The user is the administrator. Except for the normal attendance function, the user can also
enter the Home page to operate after authenticating the permission.
8. Tap™ to save the settings.

6.4.2 Add Face Rugre

Add user's face picture to the device. And the user can use the face picture to authenticate.

Steps

1. Long tap on the initial page and log in the backend.
2. TapUserl'h+to enter the Add User page.
3. Edit the employee ID.

[liNote

The employee ID slud be less than 32 characters. And it can be a combination of lower
letters, upper letters, and numbers.
The employee ID should not be duplicated.

4. Tap the Name field and input the user name on the soft keyboard.

[liNote

Numbers, upper case lettergwer case letters, and special characters are allowed in the
user name.
Up to 32 characters are allowed in the user name.

5. Tap the Face Picture field to enter the face picture adding page.

31



Face Recognition Terminal User Manual

Try Again

Figure 68 Add Face Picture
6. Position your face looking #te camera.

[lilNote

Make sure your face picture is in the face picture outline when adding the face picture.
Make sure the captured face picture is in good quality and is accurate.

For details about the instructions of adding face pictures, Bps When
Colecting/Comparing Face Picture

After completely adding the face picture, a captured face picture will be displayed at the upper
right corner of the page.

7. TapSaveto save the face picture.
8. Optional: Tag@ry Againand adjust your face position tald the face picture again.
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E@Note

The maximum duration for adding a face picture is 15s. You can check the remaining time for
adding a face picture on the left of the page.

9. Enable or disable the Administrator Permission function.

Enable Administrator Brmission
The user is the administrator. Except for the normal attendance function, the user can also
enter the Home page to operate after authenticating the permission.

Disable Administrator Permission

The User is the normal user. The user can onlyenitbate or take attendance on the initial

page.
10. Tap™ to save the settings.

6.4.3 Add Card

Add a card for the user and the user can authenticate via the added card.

Steps

1. Long tap on the initial page and log in the backend.
2. TapUserl'h+to enter the Add User page.
3. Tap the Employee ID. field and edit the employee ID.

EmNote

The employee ID should be less than 32 characters. And it can be a combination of lower
letters, upper letters, and numbers.
The employee ID should not be duplicated.

4. Tap the Name field and input the user name on the soft keyboard.

[:mNote

Numbers, upper case letters, lower case letters, and special characters are allowed in the
user name.
Up to 32 characters are allowed in the user name.

5. Tap the Card field and inptlne card No.
6. Configure the card No.
Enter the card No. manually.Swipe the card over the card swiping area to get the card No.

[:ENote

The card No. cannot be empty.
Up to 20 characters are allowed in the card No.
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The card No. cannot be duplicated.

7. Optional: Enable the Duress Card function. The added card
When the user authenticates by swiping this duress card, the device will upload an duress card
event to the client software.

8. Enable or disable the Administrator Permission function.

Enable Admirstrator Permission
The user is the administrator. Except for the normal attendance function, the user can also
enter the Home page to operate after authenticating the permission.

Disable Administrator Permission
The User is the normal user. The user ocaly authenticate or take attendance on the initial

page.
9. Tap¥ to save the settings.

6.4.4 Add Password

Add a password for the user and the user can authenticate via the password.

Steps

1. Long tap on the initial page and log in the backend.
2. TapUser I'h+to enter the Add User page.
3. Tap the Employee ID. field and edit the employee ID.

[liNote

The employee ID should be less than 32 characters. And it can be a combination of lower
letters, upper letters, and numbers.
The employee ID should not be digated.

4. Tap the Name field and input the user name on the soft keyboard.

[liNote

Numbers, upper case letters, lower case letters, and special characters are allowed in the
user name.
Up to 32 characters are allowed in the user name.

5. Tap the Passwd field and create a password and confirm the password.

[liNote

Only numbers are allowed in the password.
Up to 8 characters are allowed in the password.
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6. Enable or disable the Administrator Permission function.

Enable Administrator Permission
The useis the administrator. Except for the normal attendance function, the user can also
enter the Home page to operate after authenticating the permission.

Disable Administrator Permission
The User is the normal user. The user can only authenticate or tek@dance on the initial

page.
7. Tap¥™ to save the settings.

6.4.5 Set Authentication Mode

After adding the user's face picture, password, or other credentials, you should set the
authentication mode and the user can authenticate his/her identity viadhefigured
authentication mode.

Steps

1. Long tap on the initial page and log in the backend.
2. TapUserlhAdd User/Edit UsefbAuthentication Mode
3. Select Device or Custom as the authentication mode.

Device

If you want to select device mode, you st set the terminal authentication mode in Access
Control Settings page first. For details S=dting Access Control Parameters

Custom

You can combine different authentication modes together according to your actual needs.
4. Tap™ to save the settings

6.4.6 Search and Edit User

After adding the user, you can search the user and edit it.

Search User

On the User Management page, Tap the search area to enter the Search User pagardiap
the left of the page and select a search type from the adopn list. Enter the employee ID, card
No., or the user name for search. T@®} to search.

Edit User

On the User Management page, select a user from the user list to enter the Edit User page. Follow
the steps inUser Managemento edit the user parameters. Taf¥ to save the settings.

[:ENote

The employee ID cannot be edited.
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6.5 Temperature Measurement Settings

You can set the temperature measurement parameters, including temperature detection,
overtemperature alarm threshold, doarot open when temperature is abnormal, temperature
measurement mode, measurement area calibration, measure area, black body, etc.

On the Home page, tapemp(Temperature) to enter the Temperature Settings page. Edit the
temperature measurement parametersidhis page and taf¥ to save the settings.

Figure 69 Temperature Measurement Parameters
The available parameters descriptions are as follows:

Table 61 Temperature Measurement Parameters Descriptions

Parameter

Description

Enable Temperature
Detection

When enabling the function, the device will authenticate the
permissions and at the same time take the temperature. WH
disabling the device, the device will authenticate the
permissions only.

OverTemperature Alarm
Threshold(Max./Min.)

Edit the threshdd according to actual situation. If the detecte
temperature is higher or lower than the configured

parameters, an alarm will be triggered. By default, the value
37.3°

Door Not Open When
Temperature is Abnormal

When Enabling the function, the doorlinmot open when the
detected temperature is higher or lower than the configured
temperature threshold. By default, the temperature is enabl¢

Temperature Measurement

When enabling the function, the device will not authenticate
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